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NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2 **** s hows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A comparator which compares the 1st memory storage for storing data beforehand, 
and a value of said 1 st memory storage with a value of a program counter, and performs a size 
judgment and coincidence detection, A reckless-run detecting circuit of a microcomputer 
which consists of a decoder which decodes a value of the 2nd and 3rd memory storage for 
storing said size judgment and coincidence detecting results, and said 2nd and 3rd memory 
storage. 

[Claim 2]A reckless-run detecting circuit of a microcomputer provided with a means to form 
two or more 1st memory storage for [ said ] storing data beforehand. 



[Translation done.] 
DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the mechanism for detecting malfunction of a 

microcomputer. 

[0002] 

[Description of the Prior Art]Generally, processing follows the microcomputer because CPU 
executes the instruction code stored in the memory as an order. When the fetch mistake of the 
abnormalities of a program counter or an instruction code occurs by being influenced by rapid 
change of a noise or voltage, it becomes impossible however, for CPU to execute a command 
correctly. In the Prior art, malfunction of CPU has been prevented as much as possible by the 
surveillance of CPU in a constant interval and the detection of an undefined instruction by a 
watchdog timer. 
[0003] 

[Problem(s) to be Solved by the Invention]One of the mechanisms in which a microprocessor 
with the variable length instruction architecture runs recklessly in response to a noise has the 
operation to which the value of a program counter becomes unusual. If abnormalities arise in 
a program counter, data will be taken in from the command boundary mistaken as shown in 
drawing 9 . However, by the time a reckless run is detected as it is a reckless-run detecting 
mechanism in the constant interval by the conventional watchdog timer, time will be taken, 
and CPU will malfunction in the meantime. If the instruction code fetched after the reckless 
run as it is a reckless-run detecting mechanism by detection of an undefined instruction is not 
against a relation with the instruction code of order, this is undetectable, and the CPU will 
operate, processing the mistaken command. 



[0004]An object of this invention is to detect that the mistaken instruction code was processed 

in order to solve an aforementioned problem. 

[0005] 

[Means for Solving the Problem]In order to solve an aforementioned problem, in this 
invention, as shown in drawing 10 , an address used as a command boundary of a variable 
length instruction is set up beforehand, and it always compares with a program counter. 
Therefore, an execution gestalt of this invention is equipped with a comparator which 
compares with said address and a program counter a register which sets up said address. 
When a program counter becomes an abnormal value to said address, it has a shift register and 
a decoder for detecting this. 
[0006] 

[Embodiment of the Invention] (Embodiment 1) Drawing 1 is used and explained about a 1st 
embodiment of this invention below. Drawing 1 is a block diagram showing the composition 
of the reckless-run detecting circuit in a 1st embodiment of this invention. 
[0007]When CPU of a microcomputer generates 1 and a branch instruction or an interrupt 
instruction generates two, it is branching / interruption detection flag detected within CPU1. 3 
is a program counter in CPU1 and 4 is an address selection register for setting up the 
command boundary address beforehand. The comparator 5 compares the value of the program 
counter 3 and the address selection register 4. 

[0008]From the comparison result of the comparator 5, when the value of the program counter 
3 and the value of the address selection register 4 are in agreement, '0' is set to the coincidence 
detection flag 6 T and except it. Similarly, when the value of the program counter 3 is in 
agreement with the value of the address selection register 4, when large, '0' is set to the size 
judgment flag 7 T and except it. 

[0009]8 is two bit shift registers which latch the coincidence detection flag 6, and 9 is three 
bit shift registers which latch a size judgment flag. By branching / interruption detection flag 
2, bpl equivalent to the 2nd bit of the three bit shift registers 9 is set, when CPU performs a 
branching process and interrupt processing. The output signals 81 and 82 of the two bit shift 
registers 8 and the output signals 91, 92, and 93 of the three bit shift registers 9 are decoded 
by the decoder 10. The decoder 10 generates the reckless-run detection flag 11, when the 
output signals 91, 92, 93, 81, and 82 become '10000'. 

[0010]Below, the flow of reckless-run detection is explained with reference to drawing 2 - 
drawing 4 . Drawing 2 - drawing 4 are the examples which set the command boundary address 
'53H' (hexadecimal number notation) as the address selection register 4, and, as for drawing 4 , 
drawing 3 shows the case where a branch instruction is materialized [ case / of the normal 
operation in the state where drawing 2 does not have / the operating state of CPU / generating 
of formation of branching, or interruption ] in the case of abnormal operation. 
[001 1](1) Explain the case where the CPU is operating normally in the case of the normal 
operation in the state where there is no generating of formation of branching or interruption, 
with reference to drawing 2 . At this time, the value of the program counter 3 changes to the 
preset value of the address selection register 4 in order of a larger value than a value smaller 
than a preset value, the same value as a preset value, and a preset value. 

[00 12] At the time of the value in which the program counter 3 is smaller than the preset value 
of the address selection register 4, the size judgment flag 7 and the coincidence detection flag 
6 are '0', and the three bit shift registers 9 and both the bit shift registers 8 are all the bits '0'. 
When the value of the program counter 3 is in agreement with preset value'53H' of the address 
selection register 4, the size judgment flag 7 and the coincidence detection flag 6 become '1', 
and T is latched to bpO of the three bit shift registers 9 and the two bit shift registers 8. If the 
value of the program counter 3 turns into a larger value than the preset value of the address 
selection register 4, the size judgment flag 7 will turn into T and the coincidence detection 
flag 6'0', and as shown in drawing 2 , the three bit shift registers 9 will turn into '110' and the 



two bit shift registers 8'01'. 

[0013]Therefore, in this flow, the output signals 91, 92, 93, 81, and 82 do not become '10000', 
and the reckless-run detection flag 1 1 does not become active. 

[0014](2) Explain the case where abnormal operation occurs in CPU in the case of abnormal 
operation, with reference to drawing 3 . When the program counter 3 takes an abnormal value 
by a noise etc., to the preset value of the address selection register 4, the value of the program 
counter 3 will not be in agreement, and will be passed. 

[00 15] At the time of the value in which the program counter 3 is smaller than the preset value 
of the address selection register 4, the size judgment flag 7 and the coincidence detection flag 
6 are '0', and the three bit shift registers 9 and both the bit shift registers 8 are all the bits '0'. If 
it becomes a large value, without the value of the program counter 3 being in agreement with 
the preset value of the address selection register 4, the size judgment flag 7 will turn into T 
and the coincidence detection flag 6'0', and as shown in drawing 3 , the three bit shift registers 
9 will turn into '100' and the two bit shift registers 8'00\ 

[0016]Therefore, in this flow, since the output signals 91, 92, 93, 81, and 82 become '10000' 
and the reckless-run detection flag 1 1 becomes active immediately after the value of the 
program counter 3 passes the preset value of the address selection register 4, a reckless run by 
unusual instruction processing is detectable. 

[0017](3) When a branch instruction is materialized, explain the case where branching occurs 
in the operating state of CPU, with reference to drawing 4 . The value of the program counter 
3 may be passed at this time, without being in agreement with the preset value of the address 
selection register 4. 

[001 8] At the time of the value in which the program counter 3 is smaller than the preset value 
of the address selection register 4, the size judgment flag 7 and the coincidence detection flag 
6 are '0*, and the three bit shift registers 9 and both the bit shift registers 8 are all the bits *0'. If 
it becomes a large value, without setting bpl of the three bit shift registers 9 to T by 
branching / interruption detection flag 2, and the value of the program counter 3 being in 
agreement with the preset value of the address selection register 4, if branching occurs, The 
size judgment flag 7 turns into T and the coincidence detection flag 6'0', and as shown in 
drawing 4 . the three bit shift registers 9 turn into '101' and the two bit shift registers 8*00'. 
[0019]Therefore, in this flow, the output signals 91, 92, 93, 81, and 82 do not become '10000', 
and the reckless-run detection flag 1 1 does not become active. Even when an interrupt occurs, 
it is obvious that same processing is performed. 

[0020] Above, from (1), (2), and (3), by this embodiment, if the program counter 3 takes an 
abnormal value, since the reckless-run detection flag 1 1 becomes active, reckless-run 
detection will be attained. 

[0021] (Embodiment 2) Drawing 5 is used and explained about a 2nd embodiment of this 
invention below. A 2nd embodiment is a mechanism in which two or more command 
boundary addresses can be set up. Drawing 5 is a block diagram showing the compiosition of 
the reckless-run detecting circuit in a 2nd embodiment of this invention. 
[0022] 1 is CPU of a microcomputer, and 2 is branching / interruption detection flag detected 
within CPU1, when a branch instruction or an interrupt instruction occurs. 3 is a program 
counter in CPU1 and 41-44 are the address selection registers for setting up the command 
boundary address beforehand. Four address selection registers shall be provided and one 
command boundary address shall be set up for every memory area distinguished by 2 bits of 
top of the program counter 3. 

[0023]2 bits of top to the address selection register 41 the command boundary address of '00', 
the address selection register 42 — 2 bits of top — the command boundary address of '01' — the 
command boundary address of '10' is set to the address selection register 43, and, in 2 bits of 
top, 2 bits of top set the command boundary address of 'IT to the address selection register 
44. 



[0024] When 2 bits of top of the program counter 3 are '00', the selector 12 the address 
selection register 41, The command boundary address preset value of the same field as the 
program counter 3 can be chosen by choosing [ the address selection register 42 ] the address 
selection register 44 for the address selection register 43 at the time of '1 1' at the time of '10' at 
the time of '01'. When selection of the address selection registers 41-44 in the selector 12 
changes, '0' is set to the selection change flag 13 T and except it. 

[0025]The comparator 5 compares the value of the program counter 3 and the selector 12. 
From the output of the comparator 5, when the value of the program counter 3 and the value 
of the selector 12 are in agreement, '0' is set to the coincidence detection flag 6 T and except 
it. Similarly, when the value of the program counter 3 is in agreement with the value of the 
selector 12, when large, '0' is set to the size judgment flag 7 T and except it. 8 is two bit shift 
registers which latch the coincidence detection flag 6, and 9 is three bit shift registers which 
latch a size judgment flag. By branching / interruption detection flag 2, bpl of the three bit 
shift registers 9 is set, when CPU performs a branching process and interrupt processing, and 
bpO and bp2 are cleared by the selection change flag 13. The output signals 81 and 82 of the 
two bit shift registers 8 and the output signals 91, 92, and 93 of the three bit shift registers 9 
are decoded by the decoder 10. The decoder 10 generates the reckless-run detection flag 11, 
when the output signals 91, 92, 93, 81, and 82 become '10000'. 

[0026]Since a command boundary address can be set up for every memory area distinguished 
at top n bits of the program counter 3, n address selection 2 registers can also be provided. 
[0027]Below, the flow of reckless-run detection is explained with reference to drawing 6 - 
drawing 8 . Drawing 6 - drawing 8 to the address selection register 41 as a command boundary 
address '072H', To the address selection register 42 at '1 14H f and the address selection register 
43 '243H', It is the example which set '330H' as the address selection register 44, and, as for 
drawing 8 . drawing 7 shows the case where a branch instruction is materialized [ case / of the 
normal operation in the state where drawing 6 does not have / the operating state of CPU / 
generating of formation of branching, or interruption ] in the case of abnormal operation. 
[0028](1) Explain the case where the CPU is operating normally in the case of the normal 
operation in the state where there is no generating of formation of branching or interruption, 
with reference to drawing 6 . At this time, the value of the program counter 3 changes to the 
selection value of the selector 12 in order of a larger value than a value smaller than a 
selection value, a selection value, and a selection value. 

[0029]By drawing 6 . the program counter 3 shows the example which begins from '050H'. 
Since the address selection register 41 is chosen by 2 bits of top '00' of the program counter 3 
by the selector 12 at this time, the selection value of the selector 12 is '072H'. At the time of 
the value in which the program counter 3 is smaller than the selection value of the selector 12, 
the size judgment flag 7 and the coincidence detection flag 6 are '0', and the three bit shift 
registers 9 and both the bit shift registers 8 are all the bits '0'. When the value of the program 
counter 3 is in agreement with selection value'072H' of the selector 12, the size judgment flag 
7 and the coincidence detection flag 6 become T, and T is latched to bpO of the three bit shift 
registers 9 and the two bit shift registers 8. 

[0030]If the value of the program counter 3 turns into a larger value than the selection value 
of the selector 12, the size judgment flag 7 will turn into T and the coincidence detection flag 
6'0', and as shown in drawing 6 , the three bit shift registers 9 will turn into '110' and the two 
bit shift registers 8'01'. 

[0031]By the selection change flag 13 being set to T, if a program furthermore progresses 
and 2 bits of top of the program counter 3 change from '00' to '01'. bpO and bp2 of the three bit 
shift registers 9 are cleared by '0', and selection of the selector 12 changes to the address 
selection register 42. 

[0032]Therefore, in this flow, the output signals 91, 92, 93, 81, and 82 do not become '10000', 
and the reckless-run detection flag 1 1 does not become active. 



[0033](2) Explain the case where abnormal operation occurs in CPU in the case of abnormal 
operation, with reference to drawing 7 . When the program counter 3 takes an abnormal value 
by a noise etc., to the selection value of the selector 12, the value of the program counter 3 
will not be in agreement, and will be passed. 

[0034]The program counter 3 presupposes that it progressed to '1 10H' like the case of the 
normal operation of drawing 6 . Then, when it becomes a large value, without the program 
counter's 3 taking an abnormal value and being in agreement with the selection value '1 14H' 
of the selector 12, as the size judgment flag 7 turns into T and the coincidence detection flag 
6'0' and it is shown in drawing 7 , The three bit shift registers 9 turn into '100' and the two bit 
shift registers 8'00'. 

[0035]Therefore, in this flow, immediately after the value of the program counter 3 passes the 
selection value of the selector 12, the output signals 91, 92, 93, 81, and 82 become '10000', 
the reckless-run detection flag 1 1 becomes active, and a reckless run by unusual instruction 
processing can be detected. 

[0036](3) When a branch instruction is materialized, explain the case where branching occurs 
in the operating state of CPU, with reference to drawing 8 . The value of the program counter 
3 may be passed at this time, without being in agreement with the selection value of the 
selector 12. 

[0037]The program counter 3 presupposes that it progressed to '08 1H' like the case of the 
normal operation of drawing 6 . By then, the thing for which the selection change flag 13 will 
be set to T if branching occurs, and 2 bits of top of the program counter 3 change to '10' from 
'00'. bpO and bp2 of the three bit shift registers 9 are cleared by '0', and bpl is further set to T 
by branching / interruption detection flag 2. Selection of the selector 12 changes to the 
address selection register 43. When it becomes a large value by this branching, without the 
value of the program counter 3 being in agreement with the selection value of the selector 12, 
as the size judgment flag 7 turns into T and the coincidence detection flag 6'0' and it is shown 
in drawing 8 . the three bit shift registers 9 — '101' and the two bit shift registers 8'00 - ' ~ it 
becomes. 

[0038]Therefore, in this flow, the output signals 91, 92, 93, 81, and 82 do not become '10000', 
and the reckless-run detection flag 1 1 does not become active. Even when an interrupt occurs, 
it is obvious that same processing is performed. 

[0039]Accurate reckless-run detection is attained by providing two or more address selection 

registers from (1), (2), and (3) above at this embodiment. 

[0040] 

[Effect of the Invention]Since reckless-run detection can be performed according to this 
invention when a program counter takes an abnormal value by the noise, a rapid voltage 
variation, etc. so that an above embodiment may show, malfunction of CPU can be prevented. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

fDrawing H The block diagram showing the composition of the reckless-run detecting circuit 
in a 1st embodiment of this invention 

[Drawing 21 The figure showing an example (in the case of the normal operation in the state 
where there is no generating of formation of branching or interruption) of the operation flow 
of the reckless-run detecting circuit in a 1st embodiment of this invention 
[Drawing 31 The figure showing an example (in the case of abnormal operation) of the 
operation flow of the reckless-run detecting circuit in a 1st embodiment of this invention 
[Drawing 41 The figure showing an example of the operation flow of the reckless-run 
detecting circuit in a 1st embodiment of this invention (when a branch instruction is 



materialized) 

fPrawing 51 The block diagram showing the composition of the reckless-run detecting circuit 
in a 2nd embodiment of this invention 

fPrawing 61 The figure showing an example (in the case of the normal operation in the state 
where there is no generating of formation of branching or interruption) of the operation flow 
of the reckless-run detecting circuit in a 2nd embodiment of this invention 
fDrawing 71 The figure showing an example (in the case of abnormal operation) of the 
operation flow of the reckless-run detecting circuit in a 2nd embodiment of this invention 
[Drawing 81 The figure showing an example of the operation flow of the reckless-run 
detecting circuit in a 2nd embodiment of this invention (when a branch instruction is 
materialized) 

fPrawing 91 The figure showing the example of unusual instruction processing depended 
unusually [ a program counter ] 

fPrawing lOI The key map of reckless-run detection twisted unusually [ the program counter 
of this invention ] 
[Pescription of Notations] 

1 CPU 

2 Branching / interruption detection flag 

3 Program counter 

4 Address selection register 

5 Comparator 

6 Coincidence detection flag 

7 Size judgment flag 

8 Two bit shift registers 

9 Three bit shift registers 

10 Pecoder 

1 1 Reckless-run detection flag 

12 Selector 

13 Selection change flag 

41 Address selection register 

42 Address selection register 

43 Address selection register 

44 Address selection register 

812 bit-shift-register 8 output signal 
82 2 bit-shift-register 8 output signal 



